This project has received funding from the European Union’s Horizon 2020 research
Ref. Ares(2018)6667229 - 28/12/2018
and innovation programme under grant agreement No 820767

CoLLaboratE
Co-production CeLL performing Human-Robot Collaborative AssEmbly

D1.2 – Ethics and Safety Manual for
CoLLaboratE technology (preliminary)
Due date: M3

Abstract:
This document is a deliverable of the CoLLaboratE project, funded by the European
Commission’s Directorate-General for Research & Innovation, under its Horizon 2020
Research and Innovation programme (H2020). It provides the preliminary version of the
Ethics and Safety Manual for CoLLaboratE technology, based on a thorough review of the EU
and national legislations on ethics and data protection. The safety standards on collaborative
robots are presented and special attention is given to those that will ensure the safety of the
human. It is highlighted that this is a preliminary version of an ongoing document that will
evolve along with the project and will be updated to reflect the latest information.

Dissemination Level
PU

Public

PP

Restricted to other programme participants (including the Commission Services)

RE

Restricted to a group specified by the consortium (including the Commission Services)

CO

Confidential, only for members of the consortium (including the Commission Services)

x

D1.2 – Ethics and Safety Manual for CoLLaboratE technology (preliminary)
Version: 1.0

Document Status

Version

D1.2 – Ethics and Safety Manual for CoLLaboratE technology
(preliminary)
1.0

Work Package

1

Deliverable

1.2

Prepared by

AUTH

Contributors

CERTH, KU Leuven, CRF, ROMAERO, ARCELIK, JSI

Checked by

CRF

Approved by

AUTH

Due Date

31/12/2018

Completion Date

28/12/2018

Confidentiality

Public

Document Title

Document Change Log
Each change or set of changes made to this document will result in an increment to the version
number of the document. This change log records the process and identifies for each version
number of the document the modification(s) which caused the version number to be
incremented.
Change Log

Version

Date

First draft

0.1

December 7, 2018

Partners’ feedback

0.4

December 21, 2018

Reviewers’ feedback

0.5

December 27, 2018

Final

1.0

December 28, 2018

CoLLaboratE

2

D1.2 – Ethics and Safety Manual for CoLLaboratE technology (preliminary)
Version: 1.0

EXECUTIVE SUMMARY
The present document is a deliverable of the CoLLaboratE project, funded by the European
Commission’s Directorate-General for Research & Innovation, under its Horizon 2020 Research
and Innovation programme (H2020). It provides the preliminary version of the Ethics and Safety
Manual for CoLLaboratE technology. The structure of this document is as follows:
Initially, a summary of the ethical activities to be found in the CoLLaboratE project is presented,
followed by the analysis of the ethics methodology employed by the CoLLaboratE consortium.
The basic steps of the CoLLaboratE Ethics Methodology consist of a thorough review of EU and
national legislations and directives on research and human-robot interaction ethics, the
establishment of the CoLLaboratE Ethics Helpdesk as well as the presentation of its role and
responsibilities, the internal reports process and the documentation and summary of results of
the current methodology.
The second main part of this document concentrates on safety issues in collaborative robots.
First of all, basic features for ensuring safety in collaborative robots according to relevant
standards are presented. Special attention is given to those characteristics that ensure the coworkers’ safety and security.
In the final section of this document, the Ethics and Safety Manual of the CoLLaboratE project is
presented, which concludes to the basic and specific guidelines and rules that need to be
followed towards 1) preserving the privacy of the users, 2) ensuring their safety and
3) respecting their rights as volunteer test subjects.
It should be noted that this document will be updated throughout the project in order to reflect
up-to-date information. This initial version will guide the consortium in questions of safety and
ethics. With respect to the initial submission, the document will be updated over the course of
CoLLaboratE, until its final version.
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1 INTRODUCTION
The CoLLaboratE project’s main aim is to enable genuine human-robot collaboration for
performing assembly tasks in a production cell designed to provide a safe collaborative
environment. The project will build upon state-of-the-art methods for teaching the robot
assembly tasks using human demonstration, extending them to facilitate human-robot
collaboration. To this end, a framework for equipping the robots and AGV mobile platforms with
basic collaboration skills will also be developed, coupled with deep reinforcement learning
algorithms for increasing adaptability. To allow the use of a fenceless approach within the
production cell, special attention needs to be paid in providing efficient but safe strategies. As a
result, closer collaboration will be achievable, and efficient production plans making optimal use
of the available resources can be designed and executed.
For the necessary activities, procedures and experiments that will be carried out for the
purposes of the CoLLaboratE project, certain safety and privacy issues need to be considered. As
a result, the ethics and safety policy manual is provided here, in accordance with European and
national legislation, to cater for the participants of the project’s case studies regarding their
privacy and safety protection. All applications of the technologies developed in CoLLaboratE are
in line with the regulations of the EU regarding robotics applications.
The purpose of this deliverable D1.2 – “Ethics and Safety Manual for CoLLaboratE technology
(preliminary)” is to define the appropriate ethical and safety approvals of the proposed
applications at the use cases, as well as during the project’s experiments, as specified in “Annex
I- Description of Action” (DoA) of this project. This is a preliminary version of the manual that
will evolve along with the progress of the project and will be updated to reflect the latest
information.

2 ETHICS
2.1 INTRODUCTION
For the purposes of the CoLLaboratE project a number of activities that include data collection,
storage and process will take place, which will contribute to assessing the technology as well as
the effectiveness of the solutions proposed by CoLLaboratE. Therefore, human participants are
involved in the user studies and use cases of WP2 and WP6 respectively, and personal data
about those participants will be collected. As a result, privacy protection and confidentiality
issues for volunteers regarding the collected data arise that need to be successfully handled.
Special guidelines are set and presented in this document, to be followed by the partners and the
participants involved in CoLLaboratE’s activities.

2.2 COLLABORATE ETHICS METHODOLOGY
The CoLLaboratE consortium is fully aware of the safety and privacy issues related to the
technologies to be developed herein and respects the ethical rules and standards of the EU
member states, as well as of the Associated Countries (Switzerland and Turkey). The ethics
methodology that has been adopted in this direction comprises of 4 steps:
1. Review of EU and national Legislation and Guidelines
2. Establishment of Ethics Helpdesk
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3. Internal Reports
4. Documentation and Summary of the results

2.2.1 Review of EU and National Legislation & Guidelines
The consortium carefully considered European and national legislation and directives relevant
to the countries where the data collections will take place. The most important issues that are
included in the national and international policies and have therefore been given special
attention throughout this document are:
Voluntary Participation:
All CoLLaboratE participants will participate in the project voluntarily, and no pressure will be
forced on the employees of the pilot sites for participating in the project’s activities. All
participants will be freely and willingly asked to give their informed consent to be engaged to
the CoLLaboratE activities.
Informed Consent:
Every volunteer will provide informed consent to the consortium before the beginning of the
tests, in order for the CoLLaboratE project to assure the rights and dignity of those participants.
Throughout the project’s lifetime the rules and guidelines specified and defined in this
document will be followed.
Data protection:
For the collection and process of private data necessary for fulfilling the scope of the
CoLLaboratE project, the legislations and directives of the European Union as well as the
national legislations of the countries where the pilot sites take place will be followed. An
overview of the relative legislation is provided in the following paragraphs of this document,
while the set of guidelines produced is presented in its final section.
The process of adhering to the applicable regulations begins with a thorough investigation of the
EU and National research projects’ ethical guidelines as well as the examination of the directives
regarding privacy and protection of personal data and free movement of data issues. The
legislation with which the CoLLaboratE consortium has to conform includes:
i.
ii.
iii.
iv.
v.
vi.
vii.
viii.

ix.

The Universal Declaration of Human Rights;
The Convention 108 for the Protection of Individuals with Regard to Automatic
Processing of Personal Data;
The General Data Protection Regulation 2016/679 of the European parliament regarding
issues with the processing of personal data and the free movement of such data;
The Declaration of Helsinki on research involving human subjects;
Greek Law 2472/1997: Protection of Individuals with regard to the Processing of
Personal Data;
Italian Law D. Lgs. 196/2003 (Code regarding the protection of personal data);
Italian Law D. Lgs. 101/2018 (Ratification of the GDPR 2016/679 with adaptation of the
Italian Law to fulfil the GDPR 2016/679);
Romanian Law No. 682 of 28th November 2001 on the ratification of the Convention on
the protection of individuals with regard to automatic processing of personal data,
adopted in Strasbourg on the 28th January 1981;
Romanian Law no.506/2004 on the processing of personal data and the protection of
privacy in the electronic communications sector;
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x.
xi.
xii.

Romanian Law no. 190 of 18th July 2018 on the implementation of the GDPR 2016/679
of the European parliament;
Turkish Personal Data Protection Law No.6698/2016
Slovenian Personal Data Protection Act (Zakon o varstvu osebnih podatkov, UL RS No.
86/2004, "ZVOP-1")

A more thorough overview and analysis of the above mentioned legislation is as follows:
The CoLLaboratE project abides by the European laws and directives as well as the national laws
of the countries that are involved in the pilot studies or in other activities of the project. In this
section, some key articles will be mentioned underlying the legal and ethical scope of the
CoLLaboratE framework.

The Universal Declaration of Human Rights
The Universal Declaration of Human Rights stipulates that:
“the recognition of the inherent dignity and of the equal and inalienable rights of all
members of the human family is the foundation of freedom, justice and peace in the
world”
Member States
pledge to uphold universal respect for and observance of human rights as described by 30
articles to the Declaration. These fundamental rights apply to all human endeavours and the
CoLLaboratE project is, of course, no exception. However, the activities carried out in
CoLLaboratE presented no particular threat above and beyond any other workplace
environment with respect to the rights defined by the Declaration. The specific articles of the
Declaration will not, therefore, be described here in detail. Further information can be found at
the United Nations Webpage http://www.un.org/en/documents/udhr/

The Convention 108 for the Protection of Individuals with Regard to Automatic Processing
of Personal Data
Chapter I-Article 1
The purpose of this convention is to secure in the territory of each Party for every individual,
whatever his nationality or residence, respect for his rights and fundamental freedoms, and in
particular his right to privacy, with regard to automatic processing of personal data relating to
him (“data protection”).
Chapter I - Article 2
For the purposes of this convention:
(a) "personal data" means any information relating to an identified or identifiable individual
("data subject");
(b) "automated data file" means any set of data undergoing automatic processing;
(c) "automatic processing" includes the following operations if carried out in whole or in part by
automated means: storage of data, carrying out of logical and/or arithmetical operations on
those data, their alteration, erasure, retrieval or dissemination;
(d) "controller of the file" means the natural or legal person, public authority, agency or any
other body who is competent according to the national law to decide what should be the

CoLLaboratE

8

D1.2 – Ethics and Safety Manual for CoLLaboratE technology (preliminary)
Version: 1.0

purpose of the automated data file, which categories of personal data should be stored and
which operations should be applied to them.
Chapter II – Article 5
Personal data undergoing automatic processing shall be:
(a) obtained and processed fairly and lawfully;
(b) stored for specified and legitimate purposes and not used in a way incompatible with those
purposes;
(c) adequate, relevant and not excessive in relation to the purposes for which they are stored;
(d) accurate and, where necessary, kept up to date;
(e) preserved in a form which permits identification of the data subjects for no longer than is
required for the purpose for which those data are stored.
Chapter II – Article 7
Appropriate security measures shall be taken for the protection of personal data stored in
automated data files against accidental or unauthorized destruction or accidental loss as well as
against unauthorized access, alteration or dissemination.
Chapter III – Article 12

1. The following provisions shall apply to the transfer across national borders, by whatever
medium, of personal data undergoing automatic processing or collected with a view to their
being automatically processed.
2. A Party shall not, for the sole purpose of the protection of privacy, prohibit or subject to
special authorisation transborder flows of personal data going to the territory of another
Party
3. Nevertheless, each Party shall be entitled to derogate from the provisions of paragraph 2:

a) insofar as its legislation includes specific regulations for certain categories of personal
data or of automated personal data files, because of the nature of those data or those
files, except where the regulations of the other Party provide an equivalent protection;
b) when the transfer is made from its territory to the territory of a non-Contracting State
through the intermediary of the territory of another Party, in order to avoid such
transfers resulting in circumvention of the legislation of the Party referred to at the
beginning of this paragraph.
Further
information
can
be
found
at
the
European
http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm

Council

Webpage

General Data Protection Regulation 2016/679 – EU
Chapter II – Article 5
Principles relating to processing of personal data
1. Personal data shall be:
(a) processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’);
(b) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving purposes
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in the public interest, scientific or historical research purposes or statistical purposes shall, in
accordance with Article 89(1), not be considered to be incompatible with the initial purposes
(‘purpose limitation’);
(c) adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed (‘data minimisation’);
(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay (‘accuracy’);
(e) kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) subject to implementation of the appropriate technical and
organisational measures required by this Regulation in order to safeguard the rights and
freedoms of the data subject (‘storage limitation’);
(f) processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures (‘integrity and
confidentiality’).
2. The controller shall be responsible for, and be able to demonstrate compliance with,
paragraph 1 (‘accountability’).
Chapter II – Article 6
Lawfulness of processing
1. Processing shall be lawful only if and to the extent that at least one of the following
applies:
(a) the data subject has given consent to the processing of his or her personal data for one or
more specific purposes;
(b) processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a
contract;
(c) processing is necessary for compliance with a legal obligation to which the controller is
subject;
(d) processing is necessary in order to protect the vital interests of the data subject or of
another natural person;
(e) processing is necessary for the performance of a task carried out in the public interest or
in the exercise of official authority vested in the controller;
(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which require protection of personal
data, in particular where the data subject is a child.
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Chapter II –Article 7
Conditions for consent
1. Where processing is based on consent, the controller shall be able to demonstrate that the
data subject has consented to processing of his or her personal data.
2. If the data subject's consent is given in the context of a written declaration which also
concerns other matters, the request for consent shall be presented in a manner which is
clearly distinguishable from the other matters, in an intelligible and easily accessible form,
using clear and plain language. Any part of such a declaration which constitutes an
infringement of this Regulation shall not be binding.
3. The data subject shall have the right to withdraw his or her consent at any time. The
withdrawal of consent shall not affect the lawfulness of processing based on consent before
its withdrawal. Prior to giving consent, the data subject shall be informed thereof. It shall be
as easy to withdraw as to give consent.
4. When assessing whether consent is freely given, utmost account shall be taken of whether,
inter alia, the performance of a contract, including the provision of a service, is conditional on
consent to the processing of personal data that is not necessary for the performance of that
contract.
Further information can be found at the European
(https://ec.europa.eu/info/law/law-topic/data-protection_en).

Commission

Webpage

The Declaration of Helsinki on research involving human subjects
B.14
The design and performance of each research study involving human subjects must be clearly
described in a research protocol. The protocol should contain a statement of the ethical
considerations involved and should indicate how the principles in this Declaration have been
addressed. The protocol should include information regarding funding, sponsors, institutional
affiliations, other potential conflicts of interest, incentives for subjects and provisions for
treating and/or compensating subjects who are harmed as a consequence of participation in the
research study. The protocol should describe arrangements for post-study access by study
subjects to interventions identified as beneficial in the study or access to other appropriate care
or benefits.
B.23
Every precaution must be taken to protect the privacy of research subjects and the
confidentiality of their personal information and to minimize the impact of the study on their
physical, mental and social integrity.
B.30
Authors, editors and publishers all have ethical obligations with regard to the publication of the
results of research. Authors have a duty to make publicly available the results of their research
on human subjects and are accountable for the completeness and accuracy of their reports. They
should adhere to accepted guidelines for ethical reporting. Negative and inconclusive as well as
positive results should be published or otherwise made publicly available. Sources of funding,
institutional affiliations and conflicts of interest should be declared in the publication. Reports of
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research not in accordance with the principles of this Declaration should not be accepted for
publication.

Greek Law 2472/1997: Protection of Individuals with regard to the Processing of Personal
Data
Chapter B-Article 4
1. Personal data, in order to be lawfully processed, must be:
a) collected fairly and lawfully for specific, explicit and legitimate purposes and fairly and
lawfully processed in view of such purposes.
b) adequate, relevant and not excessive in relation to the purposes for which they are
processed at any given time.
c) accurate and, where necessary, kept up to date.
d) kept in a form which permits identification of data subjects for no longer than the
period required, according to the Authority, for the purposes for which such data were
collected or processed. Once this period of time is lapsed, the Authority may, by means of
a reasoned decision, allow the maintenance of personal data for historical, scientific or
statistical purposes, provided that it considers that the rights of the data subjects or even
third parties are not violated in any given case.
2. It shall be for the Controller to ensure compliance with the provisions of the previous
paragraph. Personal data, which have been collected or are being processed in breach of the
previous paragraph, shall be destroyed, such destruction being the Controller’s responsibility.
The Authority, once such a breach is established, either ex officio or upon submission of a
relevant complaint, shall order any such collection or processing ceased and the destruction of
the personal data already collected or processed.
Chapter B-Article 5
1) Processing of personal data will be permitted only when the data subject has given his/her
consent. 2) Exceptionally, data may be processed even without such consent, only if:
a) processing is necessary for the execution of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a
contract.
b) processing is necessary for the compliance with a legal obligation to which the
Controller is subject.
c) processing is necessary in order to protect the vital interests of the data subject, if
s/he is physically or legally incapable of giving his/her consent.
d) processing is necessary for the performance of a task carried out in the public interest
or a project carried out in the exercise of public function by a public authority or
assigned by it to the Controller or a third party to whom such data are communicated.
e) processing is absolutely necessary for the purposes of a legitimate interest pursued by
the Controller or a third party or third parties to whom the data are communicated and
on condition that such a legitimate interest evidently prevails over the rights and
interests of the persons to whom the data refer and that their fundamental freedoms are
not affected.
3. The Authority may issue special data processing rules for the more usual categories of data
processing and files, which do not evidently affect the rights and freedoms of the persons to
whom such data refer. These categories will be specified
Chapter B-Article 10
1. The processing of personal data shall be confidential. It shall be carried out solely and
exclusively by persons acting under the authority of the Controller or the Processor and upon
his/her instructions. 2. In order to carry out data processing the Controller must choose persons
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with corresponding professional qualifications providing sufficient guarantees in respect of
technical expertise and personal integrity to ensure such confidentiality.
3. The Controller must implement appropriate organisational and technical measures to secure
data and protect them against accidental or unlawful destruction, accidental loss, alteration,
unauthorised disclosure or access as well as any other form of unlawful processing. Such
measures must ensure a level of security appropriate to the risks presented by processing and
the nature of the data subject to processing. Without prejudice to other provisions, the Authority
shall offer instructions and issue regulations in accordance with article 19 paragraph 1 k
involving the level of security of data and of the computer and information infrastructure, the
security measures that are required for each category and processing of data as well as the use
of privacy-enhancing technologies.
4. If the data processing is carried out on behalf of the Controller, by a person not dependent
upon him, the relevant assignment must necessarily be in writing. Such assignment must
necessarily provide that the Processor carries out such data processing only on instructions
from the Controller and that all other obligations arising from this article shall mutatis mutandis
be borne by him.
Chapter C-Article 12
1. Everyone is entitled to know whether personal data relating to him are being processed or
have been processed. As to this the Controller must answer in writing. 2. The data subject shall
be entitled to request and obtain from the Controller, without undue delay and in an intelligible
and express manner, the following information:
a) All the personal data relating to him as well as their source.
b) The purposes of data processing, the recipient or the categories of recipients.
c) Any developments as to such processing for the period since s/he was last notified or
advised.
d) The logic involved in the automated data processing.
e) The correction, deletion or locking of data, the processing of which is not in
accordance with the provisions of the present law, especially due to the incomplete or
inaccurate nature of data and
f) The notification to third parties, to whom the data have been announced, of any
correction, deletion or locking which is carried out in accordance with case (
e), taken that the notification is not impossible or does not demand disproportionate
efforts.
3. The right referred to in the preceding paragraph and the rights arising from article 13 are
exercised by means of a relevant application to the Controller and the simultaneous payment of
an amount of money, the amount of which, the method of payment as well as any other relevant
matter will be regulated by a decision of the Authority. This amount will be returned to the
applicant if his/her request to rectify or delete data is considered valid by the processor or the
Authority, in case of an appeal before it. The Controller must in this case provide the applicant
without undue delay, free of charge and in an intelligible form, a copy of the rectified part of the
data relating to him.
4. Should the Controller not reply within a period of fifteen (15) days or should his/her answer
be unsatisfactory, the data subject shall be entitled to appeal before the Authority. In the event
the Controller refuses to satisfy the request of the party concerned, s/he must notify the
Authority as to his/her response and inform the party concerned as to his/her right of appeal
before it.
5. By virtue of a decision by the Authority, upon application by the Controller, the obligation to
inform, pursuant to paragraphs 1 and 2 of the present article, may be lifted in whole or in part,
provided that the processing of personal data is carried out on national security grounds or for
the detection of particularly serious crimes. In this case the President of the Authority or his/her
substitute carries out all necessary acts and has free access to the files.
6. Data pertaining to health matters will be communicated to the data subject by means of a
medical doctor.
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More information can be found in the Hellenic Data Protection Authority official site
http://www.dpa.gr/portal/page?_pageid=33,43560&_dad=portal&_schema=PORTAL .

Romanian Law No. 682 of 28th November 2001 on the ratification of the Convention on the
protection of individuals with regard to automatic processing of personal data, adopted in
Strasbourg on the 28th January 1981
The Convention on the protection of individuals with regard to automatic processing of personal
data, was signed by Romania on the 18th March 1997 and ratified by the Romanian law No.
682/2001.
This Convention is the first binding international instrument which protects the individual
against abuses which may accompany the collection and processing of personal data and which
seeks to regulate at the same time the trans-frontier flow of personal data.
In addition to providing guarantees in relation to the collection and processing of personal data,
it outlaws the processing of "sensitive" data on a person's race, politics, health, religion, sexual
life, criminal record, etc., in the absence of proper legal safeguards. The Convention also
enshrines the individual's right to know that information is stored on him or her and, if
necessary, to have it corrected.
Restriction on the rights laid down in the Convention are only possible when overriding
interests (e.g. State security, defense, etc.) are at stake.
The Convention also imposes some restrictions on transborder flows of personal data to States
where legal regulation does not provide equivalent protection.
The full text of the law can be consulted here:
https://www.dataprotection.ro/admin/servlet/ViewDocument?id=509
Romanian Law no.506/2004 on the processing of personal data and the protection of
privacy in the electronic communications sector
Article 1 (General provisions)
(1) This Law establishes the specific conditions for safeguarding the right to privacy with
respect to the processing of personal data in the electronic communications sector.
(2) The provisions of this Law shall apply to the providers of public electronic communications
networks and of publicly available electronic communications services, as well as to the
providers of value-added services and of directories of subscribers who, in the frame of their
commercial activity, are processing personal data.
(3) The provisions of this Law shall be complemented by the provisions of the Law no.
677/2001 on the protection of individuals with regard to the processing of personal data and
the free movement of such data.
(4) This Law shall not apply to the processing of personal data carried out:
a) in the frame of the activities in the field of national defense and national security,
performed within the limits and subject to restrictions set out by the legal provisions in
force;
b) in the frame of the activities concerning the fight against crime and the keeping of
public order, as well as in the frame of other activities in the areas of criminal law,
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performed within the limits and subject to restrictions set out by the legal provisions in
force.
The full text of the law can be consulted here:
https://www.dataprotection.ro/servlet/ViewDocument?id=173
Romanian Law no. 190 of 18th July 2018 on the implementation of the GDPR 2016/679 of
the European parliament
On the 31st of July 2018, Law no. 190/2018 on the measures for the application of Regulation
(EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
entered into force.
This law establishes the measures necessary for the implementation at national level, mainly, of
the provisions of Article 6 (2), Article 9 (4), Articles 37-39, 42, 43, Article 83 (7), Article 85 and
Articles 87-89 of the General Data Protection Regulation.
The text of the law (in Romanian language), can be consulted at:
https://www.dataprotection.ro/servlet/ViewDocument?id=1520
Turkish Personal Data Protection Law No.6698/2016
The purpose of this Law is to protect the fundamental rights and freedoms of persons, privacy of
personal life in particular, while personal data are processed, and to set forth obligations of
natural and legal persons who process personal data and procedures and principles to comply
with for the same.
The provisions of this Law shall apply to natural persons whose personal data are processed and
natural or legal persons who process such data wholly or partly by automatic means or
otherwise than by automatic means which form part of a filing system.
Chapter 2 -Processing of Personal Data -Article 4
(1) Personal data shall only be processed in accordance with the procedures and principles set
forth by this Law or other laws.
(2) The below principles shall be complied with when processing personal data:
a) Being in conformity with the law and good faith;
b) Being accurate and if necessary, up to date;
c) Being processed for specified, explicit, and legitimate purposes;
d) Being relevant, limited and proportionate to the purposes for which data are
processed;
e) Being stored only for the time designated by relevant legislation or necessitated by the
purpose for which data are collected.
Chapter 2 -Conditions for Processing of Personal Data -Article 5
(1) Personal data shall not be processed without obtaining the explicit consent of the data
subject.
(2) Personal data may be processed without obtaining the explicit consent of the data subject if
one of the below conditions exists:
a) It is expressly permitted by any law;
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b) It is necessary in order to protect the life or physical integrity of the data subject or
another person where the data subject is physically or legally incapable of giving consent;
c) It is necessary to process the personal data of parties of a contract, provided that the
processing is directly related to the execution or performance of the contract;
d) It is necessary for compliance with a legal obligation which the controller is subject to;
e) The relevant information is revealed to the public by the data subject herself/himself;
f) It is necessary for the institution, usage, or protection of a right;
g) It is necessary for the legitimate interests of the data controller, provided that the
fundamental rights and freedoms of the data subject are not harmed.
Chapter 2 -Transfer of Personal Data Abroad -Article 9
(1) Personal data shall not be transferred abroad without obtaining the explicit consent of the
data subject.
(2) Personal data may be transferred abroad without obtaining the explicit consent of the data
subject if one of the conditions set forth in the second paragraph of article 5 or third paragraph
of article 6 is present and
a) If the foreign country to whom personal data will be transferred has an adequate level
of protection,
b) In case there is not an adequate level of protection, if the data controllers in Turkey
and abroad commit, in writing, to provide an adequate level of protection and the permission of
the Board exists.
(3) The countries where an adequate level of protection exist shall be declared by the Board.
(4) The Board shall decide whether there is adequate level of protection in a foreign country and
whether approval will be granted in terms of indent (b) of the second paragraph by evaluating
a) The international agreements to which Turkey is a party,
b) Reciprocality regarding transfer of personal data between the country requesting
personal data and Turkey,
c) With regard to each present transfer of personal data, nature of personal data and
purpose of processing and retention,
d) Relevant legislation and practice of the country to whom personal data will be
transferred,
e) Measures committed by the data controller in the country to whom personal data will
be transferred
and if it requires, by obtaining the opinion of relevant public institutions and organizations.
(5) Save for the provisions of international agreements, in cases where interests of Turkey or the
data subject will be seriously harmed, personal data shall only be transferred abroad upon the
approval of the Board by obtaining the opinion of relevant public institutions and organizations.
(6) Provisions of other laws relating to the transfer of personal data abroad are reserved.
Chapter 3 -Obligations Regarding Data Security -Article 12
(1) Data controller shall take all necessary technical and organizational measures for providing
an appropriate level of security in order to
a) Prevent unlawful processing of personal data,
b) Prevent unlawful access to personal data,
c) Safeguard personal data.
(2) In case personal data are processed on behalf of the data controller by another natural or
legal person, the data controller shall be jointly liable with such persons with regard to taking
the measures set forth in the first paragraph.
(3) The data controller is obligated to carry out or have carried out necessary inspections within
his institution and organization in order to ensure implementation of the provisions of this Law.
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(4) Data controller and persons who process data shall not disclose and misuse personal data
they learned contrary to the provisions of this Law. This obligation shall continue after leaving
office.
(5) In case processed personal data are acquired by others through unlawful means, the data
controller shall notify the data subject and the Board of such situation as soon as possible. The
Board, if necessary, may declare such situation on its website or by other means which it deems
appropriate.

2.2.2 Establishment of Ethics Helpdesk
The Ethics Helpdesk was established for the whole project lifetime and consists of the following
people:





Zoe Doulgeri (AUTH)
Fotios Dimeas (AUTH)
Ioannis Mariolis (CERTH)
Alessandro Zanella (CRF)

It constitutes a centralized service to provide constant advice regarding ethical and data
protection issues that have been risen during the project’s lifetime, while addressing any legal,
privacy and ethical issues regarding the technologies developed by the consortium and
providing its valuable input and responses as part of the Milestone 1. The Ethics Helpdesk has
also been in charge of ensuring that all partners provided the necessary participation in
CoLLaboratE, as well as to the use-case participants.
For the successful diffusion and establishment of the ethical guidelines, CoLLaboratE Ethics and
Safety Manual is provided in section 4.2 of this document, which provides all the necessary
information and guidelines for the topics addressed by the CoLLaboratE framework.
2.2.3 Internal Reports
In order to identify all the possible ethical risks and issues that may arise during the project
lifetime, internal brief reports will be sent to the partners when necessary for facilitating
ongoing monitoring of changes, actions taken as well as for receiving feedback regarding any
new directives that should be taken into account. In that way partners have been kept up to date
regarding the Ethics of the CoLLaboratE project and were encouraged and helped to create a
solid ethical framework. The exchange of internal reports, as well as the actions taken in the
following have been decided by the partner responsible.
2.2.4 Documentation and Summary of the results
The results of the previous steps are analysed in the current deliverable. In addition, as the usecase sites involve the participation of adult healthy volunteers and in several cases data
collection takes place, an Ethics and Safety Manual (provided in Section 4) has been delivered,
summarizing all the guidelines that were taken into account.

3 SAFETY
Allowing for humans and robots to cooperate and interact close to one another can lead to
effective human-robot teams that can be put in good use in various fields. Next generation
robots are expected to interact in a more direct way with people, therefore, the topic of physical
Human-Robot Interaction (pHRI) constitutes a challenging issueError! Reference source not
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found., as in pHRI robots and humans tend to come in touch with one another, while sharing the
same workspace, cooperating and exchanging forces. Consequently, ensuring security and safety
for the human factor rises to be a matter of great significance. For succeeding in this, such robots
need to be designed and operated with respect to certain requirements.
First of all it has to be considered that Collaborative Robots (as any Robot), are to be considered
as “partly completed machinery” and in Europe have to fulfil the DIRECTIVE 2006/42/EC OF
THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 17 May 2006 on machinery (Machinery
Directive): ‘partly completed machinery’ means:
an assembly which is almost machinery but which cannot in itself perform a
specific application. A drive system is partly completed machinery. Partly
completed machinery is only intended to be incorporated into or assembled
with other machinery or other partly completed machinery or equipment,
thereby forming machinery to which the Machinery Directive apply.
The European Machinery Directive 2006/42/EC has to be ratified locally in the EU countries
with local validity laws; Local Safety will be based on the ratified standard, and on local
additional laws for Safety in the workplace.
For Example in Italy the two reference laws are:
i.
ii.

D.lgs. 9/04/2008, n. 81 (TESTO UNICO SULLA SALUTE E SICUREZZA SUL LAVORO)
D.Lgs. 17/2010 “Attuazione della direttiva 2006/42/CE, relativa alle macchine”

As “partly completed machinery”, robot themselves are not sufficient to obtain a CE mark, but
the whole security system needs always to be analyzed and certified, including fences, barriers,
safety sensors, software and so on.
The Machine Directive refers to harmonized standards as:
a non-binding technical specification
adopted by a standardisation body, namely the European Committee for
Standardisation (CEN), the European Committee for Electrotechnical
Standardisation (CENELEC) or the European
Telecommunications
Standards Institute (ETSI), on the basis of a remit issued by the Commission
in accordance with the procedures laid down in Directive 98/34/EC of the
European Parliament and of the Council of 22 June 1998 laying down a
procedure for the provision of information in the field of technical
standards and regulations and of rules on Information Society services.
It is important to notice that art. 2, h of the Machine Directive explicitly state that:

Art. 2. The following are excluded from the scope of this Directive:
…
(h) machinery specially designed and constructed for research purposes for
temporary use in laboratories;
…
According to this statement the developments made in the project don’t need to strictly follow
the requirements defined by the Machine Directive; nevertheless the CoLLaboratE project will
take care of the Legislative requirements and harmonized standards whenever they result
compatible with the purpose of the research. For any research activity which is not compatible
with current regulation (for example the use of Artificial Intelligence can generate conditions
which are not currently classified and regulated), The CoLLaboratE model will follow an
approach which is targeted to the best achievable safety and maximum risk reduction
achievable. Any innovative development will be brought to the attention of the standardization
bodies for possible future integration (The ISO 10218 part 1 and 2 are currently under revision
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by the ISO/TC 299, while other regulations – such gripper safety requirements in HRC – are
currently under definition).
The main technical harmonized standards referring to the Human Robot Collaborations are the
following:
Type A: EN ISO 12100: Safety of machinery - Basic concepts, general principles of design
Type B: EN ISO 13849: Safety of machinery - Safety-related parts of control systems
EN ISO 11161: Safety of machinery - Integrated manufacturing systems basic
requirements
Type C: EN ISO 10218-1 & 2: Safety requirements for industrial robots
TS:
ISO/TS 15066: Robots and robotic devices - Collaborative robots
The Human Robot Collaboration is defined and regulated by the two harmonized regulations ISO
EN 10218 (part 1 and 2) and by the technical specification ICO/TS 15066.

3.1 SAFETY IN COLLABORATIVE ROBOTS
According to ISO 10218-1:2011, collaborative operation is defined as “the state in which
purposely designed robots work in direct cooperation with a human within a defined workspace”.
Collaboration robots are used for tasks that require human-robot interaction and cooperation.
This takes place in the collaborative workspace which is precisely defined and under the rules
defined by a specific Risk Assessment. For such robots, four basic principles exists for ensuring
protection of the human factor, which are described in details in the EN ISO 10218 Standard,
“Robots and robotic devices-Safety requirements for industrial robots”, Part 1(Robots) & 2(Robot
systems and integration) as well as in ISO/TS 15066, “Safety Requirements for industrial robotsCollaborative Operation” Standard. These principles are listed below:
1. Safety-rated monitored stop: Refers to stopping the robot when a human enters in the
collaborative workspace to continue when he/she has left the collaborative workspace.
One way to accomplish this is through the placement of sensors for detecting human
presence.
2. Hand guiding: This allows for a person to physically control the robot’s motion using a
dedicated handle, in order for the co-workers to be adequately protected, even when the
robot is powered.
3. Speed and Separation monitoring: This way, the robot’s movement can be adjusted
according to the human location. The robot gradually decreases its speed when a human
enters the collaborative workspace and are to finally stop if the person comes too close.
4. Power and Force limiting: Refers to the process of limiting the robot’s force and speed to
avoid harming the co-workers in case of contact. A variety of mechanisms and methods
are available for achieving this.
Besides of the detailed definition of the four collaborative modes listed above, the three
standards’ key points are:
EN ISO 10218-2:2011:
• Collaboration is only :
o used for predetermined tasks;
o possible when all required protective measures are active;
o possible for robots with features specifically designed for collaborative operation
complying with ISO 10218-1.
• A complete risk assessment is required for any application involving collaborative
operation specifying collaborative methods, physical parameters (power, force…),
ergonomics and so on.

CoLLaboratE

19

D1.2 – Ethics and Safety Manual for CoLLaboratE technology (preliminary)
Version: 1.0

The whole robot system and application will be included in the risk assessment and
certified for safety
EN ISO 10218-1:2011:
• Robot will comply to PLd and structure category 3 described in ISO 13849-1:2006
• Robots will have a visual indication when in collaborative operation
• Details of control for collaborative methods to take place are defined
ISO/TS 15066:2016
• Supplements and specifies the requirements for collaborative industrial robot operation
of ISO 10218-1 and ISO 10218-2.
• Details methods for the proper definition of speed, separation distance, force, energy and
so on for all the collaborative methods (SMS, SSM, HG, PFL)
•

The project will use mainly and preferably robots specifically designed for the physical Human
Robot Collaboration (e.g KUKA LBR iiwa 7 or 14 kg; ABB Yumi; Universal Robots eUR3, 5, 10;
Franka Emika Panda; Rethink Robotics Baxter, Fanuc CR-35iA); nevertheless, accordingly to EN
ISO 10218:1 any “Safe” robot which is PLd and Cat. 3, can be freely used in case the whole
workplace is safe according to its specific risk assessment.

4 ETHICS AND SAFETY MANUAL
4.1 THE SCOPE OF THE ETHICS AND SAFETY MANUAL
The current Ethics and Safety Manual aims at the diffusion and establishment of all the ethical
guidelines that need to be taken into consideration during the social studies and the
demonstrations, where volunteer participants will be involved and data collection will be
carried out. This Ethics and Safety Manual has been composed, including all the necessary
ethical and privacy guidelines, in order to inform all involved parties towards 1) preserving the
privacy of the users, 2) ensuring their physical and personal safety and wellbeing and
3) respecting their rights as volunteer test subjects.
This document has been intended, first of all, for all project staff that participates in the
preparation and realization of experiments. Software developers, managerial and technical staff
members of the partners will carry out their activities in accordance with the guidelines outlined
here. Furthermore, the manual is directed to all people involved in the project and especially to
the volunteer participants who are the ones actually participating in the studies, who may wish
to be further informed about the guidelines adopted by the project.
The manual will be checked and updated when necessary throughout the project’s lifetime
based on any new ethical or safety issues. The final version of the Ethics and Safety Manual will
be available on M36, and will provide all the necessary information and guidelines for the topics
addressed by the CoLLaboratE framework.

4.2 PRIVACY AND DATA PROTECTION
European regulations about acquiring personal data are quite explicit, as seen in Section 2. Of
particular interest for the CoLLaboratE project is the use of normal and infrared cameras to
automatically monitor the robot’s workspace. Such automatic acquisition of data could occur
without the full knowledge of a participant or observer. And even when the person is aware that
data is being acquired, care must be taken to ensure that the acquired data is not used in an
inappropriate manner. With these concerns in mind, the following guidelines are issued for the
CoLLaboratE project:
o

No data shall be collected without the explicit informed consent of the individuals under
observation. This involves being open with participants about what they are involving
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themselves in and ensuring that they have agreed fully to the procedures/research being
undertaken by giving their explicit consent;
o

No data collected should be sold or used for any purposes other than the current project;

o

A data minimization policy should be adopted at all levels of the project and should be
supervised by the respective ethical/privacy helpdesk of the project. This will ensure
that no data which is not strictly necessary to the completion of the current study will be
collected;

o

Any ancillary personal data obtained during the course of the research should be
immediately deleted. However, this kind of ancillary data should be minimized as much
as possible in any case.

o

Special attention should also be paid to complying with the Council of Europe’s
Recommendation R(87)15 on the processing of personal data for police purposes, Art.2:

o

“The collection of data on individuals solely on the basis that they have a particular racial
origin, particular religious convictions, sexual behavior or political opinions or belong to
particular movements or organizations which are not proscribed by law should be
prohibited. The collection of data concerning these factors may only be carried out if
absolutely necessary for the purposes of a particular inquiry”. If employees of partner
organizations (e.g CRF employees), or university students serving in any partner
university, are to be recruited, specific measures should be in place in order to protect
them from a breach of privacy/confidentiality and any potential discrimination. In
particular their names should not be made public and their participation should not be
communicated to their managers.

4.3 SAFETY
The CoLLaboratE project ensured the safety of workers and volunteer participants throughout
the research activities carried out. For experiments involving human-robot interactions, the
following guidelines have been recommended:
1. Safety-rated monitored stop shall be used in order to enable the robot to pause when a
human enters in the collaborative workspace and to afterwards continue when he/she
has left the collaborative workspace. The robot shall also be equipped with an
emergency shut-off button accessible to both the experiment operator and the volunteer
test subject (if present).
2. Hand guiding shall be used for allowing a person to control the robot’s motion.
3. Speed and Separation monitoring shall be used for facilitating the adjustment of the
robot’s movement according to the human location.
4. Power and Force limiting shall be used for enabling the limitation of the robot’s force in
order to avoid harming the co-workers.
5. Sensors shall be installed in the robot to avoid collisions with humans.
6. External monitoring tools (e.g people-tracking by visual and thermal cameras)1 shall be
installed where feasible to monitor the workspace and ensure co-workers’ safety.
7. The robot shall be able to sense workspace changes that could result in unintended or
harmful collisions.
1

To conform to guidelines on data protection, any such tracking of persons shall be recorded in a completely
anonymous fashion.

CoLLaboratE

21

D1.2 – Ethics and Safety Manual for CoLLaboratE technology (preliminary)
Version: 1.0

8. The robot shall be made from soft and light materials for minimizing harm if collision
occurs.
9. Safety padding shall be used for absorbing forces in case of unexpected impact.
10. The robot should not have pinch points.
For experiments involving the measurement of human physiological parameters:
1. Measurements of human movements and physiological parameters (such as muscle
activations and reflex activities during the execution of assembly tasks) shall be
performed in a non-invasive manner (i.e. no physical devices shall be inserted into the
body and no electrical currents, radiations or magnetic fields shall be applied).
2. Experiments shall be designed to pose little or no risk to the healthy volunteers who will
participate as test subjects.
In all cases, the work environment has been subject to review by the local safety authorities and
clear instructions about general and specific safe working practices have been posted in easily
visible manner at each workstation. When the assurance of safe operation of electromechanical
equipment required a minimal level of training and expertise, each partner entity was obliged to
put in place formal procedures to certify individual operators of that equipment.

4.4 PROTECTION OF VOLUNTEER SUBJECTS
The CoLLaboratE consortium is fully aware of the ethics implications arising from the proposed
CoLLaboratE activities, particularly with regards to volunteer subjects who will participate in
the experiments of the CoLLaboratE technologies.
The CoLLaboratE consortium takes note of the Helsinki Declaration on Research Involving
Human Subjects. These accords were developed in response to abuses in the biomedical and
scientific communities that occurred in the 1950 and 1960’s in which the health and
psychological well-being of volunteer subjects were jeopardized without the full knowledge and
consent of the volunteer subjects. The Helsinki accords prescribe a number of measures that
should be put in place to protect the rights of the subjects in these kinds of experiments. The
applicability of the Helsinki accords in the context of CoLLaboratE is, however, somewhat
ambiguous because the experiments to be performed here are not, with a few exceptions2,
‘biomedical’ in nature. Strict adherence to the Helsinki accords is therefore not required and
would impose an unnecessary burden on the research teams. This is particularly true for the
“independent review board” that the Helsinki accords require for biomedical studies. All
partners to the CoLLaboratE project may not have access to a competent review board as
defined by the Helsinki accords and even if one is available, the process of applying for approval
can be quite onerous.
It is recommended, however, that the spirit of the Helsinki accords be respected so as to protect
the rights of the volunteer subjects in the experiments. The following guidelines are proposed:
1. All experiments shall be subject to an independent review for safety. In the case of
experiments intended to measure the physiological processes in humans, it is recommended
that the research be submitted to an independent review board as defined by the Helsinki
accords. When the experiments concern evaluation of a robotic system interacting with a

2

NB Some social studies in WP2 concerning the question of how humans perform assembly tasks could be considered to be
‘biomedical’ in nature because the questions and tests relate to the physiological processes underlying ergonomics in humans.
These experiments, to be carried out by KU Leuven, will be conducted under full compliance with the Helsinki declaration,
including approval by an official institutional review board.
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human user, then review by the partner’s internal safety authority will be considered
sufficient. Approval shall be acquired by the Ethical commission of KU Leuven3.
2. Participants must be healthy adults legally able to give informed consent. Children or
members of other ‘vulnerable’ populations (patients, mentally challenged, elderly, etc.) will
be excluded.
3. Participation will be strictly voluntary. Participants will be free to withdraw their consent at
any time, without repercussions.
4. Care must be taken that employees of the CoLLaboratE beneficiaries will not be obligated to
participate as a condition of their employment nor will the data from the experiments be
used in any way to condition an individual’s career advancement within the organization.
Employees of the CoLLaboratE beneficiaries shall be notified, as part of the informed
consent process, about redress options within their organization that can be pursued if they
feel that their rights have been abridged in this regard.
5. To protect privacy, data will be recorded in a fully anonymous fashion, whenever possible,
with no information that might be used to link the data to a given individual. When data from
the same participant must be correlated across several test sessions, the data shall be stored
with a randomly generated code. Only the immediate research team will know the identity of
the volunteers and the codes will be made available to investigator team on a strict need-toknow basis. The names of individuals will not be released without the written consent of the
participant, unless required by law.
6. Participants may be compensated for their participation. Employees who participate as part
of their normal work hours will receive no other compensation. Other volunteers may be
compensated their time, but special attention will be paid to avoid any form of unfair
inducement.
7. Potential subjects will be provided with a written document that describes the physical risks
associated with their participation and the steps taken to mitigate the risks. The written
document must also describe the safety procedures that volunteer subjects are required to
follow to avoid injury and the document must outline the participant’s rights and
responsibilities.
8. Individual volunteer subjects will participate only after giving written informed consent. A
model of the informed consent form is given in Annex II of the present document. Volunteer
subjects must be given ample opportunity to request further information about the
procedures and risks both before and after signing the consent form.

3

https://www.kuleuven.be/english/research/integrity/smec
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5 CONCLUSIONS
This document aims to define and report the basic ethical and safety guidelines that will be
followed throughout the CoLLaboratE project’s lifecycle. For that purpose, a thorough analysis of
the European, national and international legislations and directives regarding data privacy and
security is accomplished, while the basic standards and features regarding safety in
collaboration robots are also presented. It is emphasized that this Ethics and Safety Manual will
be updated over the course of the project, reflecting the project’s progress, until the final version
that will be provided at the end of the report. Ultimately, this could function as a toolkit and
template that could be consulted by related projects and amenable to RRI reviews and
reflections.
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ANNEX I: COLLABORATE ETHICAL APPROVAL APPLICATION
Submitted to: Date Submitted:
__________________________
Review Completed:

Researcher(s) Notified:

Application for Ethical Approval form

Name of investigator: [provide name]

Email: [provide e-mail address]

Project Title: CoLLaboratE, “Co-production CeLL performing Human-Robot Collaborative
AssEmbly”
Project has received funding from the European Union’s Horizon 2020 research and innovation programme
under grant agreement No 820767.

GENERAL DESCRIPTION OF THE PROJECT AND PURPOSE OF USE (BACKGROUND)
The CoLLaboratE project aims push towards the direction of supporting the future shop floors to
increase their performance by increasing the human-robot collaboration resulting to flexible
and dynamic production lines and by inheriting integrated cognition and perception capabilities
widely accessible to the entire shop floor. More specifically, this project aims to:
1. Equip the robotic agents with basic collaboration skills easily adaptable to specific tasks
2. Develop a framework that enables non-experts teaching human-robot collaborative
tasks from demonstration
3. Develop technologies that will enable autonomous assembly policy learning and policy
improvement
4. Develop advanced safety strategies allowing effective human robot cooperation with no
barriers and ergonomic performance monitoring
5. Develop techniques for controlling the production line while making optimal use of the
resources by generating efficient production plans, employing reconfigurable hardware
design, and utilising AGV’s with increased autonomy
6. Investigate the impact of Human-Robot Collaboration to the workers’ job satisfaction, as
well as test easily applicable interventions in order to increase trust, satisfaction and
performance
7. Validate CoLLaboratE system’s ability to facilitate genuine collaboration between robots
and humans
Through this accomplishment, CoLLaboratE intends demonstrate the potential to bring back
production to Europe by improving the productivity in different assembly tasks, increase by
15% the OECD Job Quality Index through work environment and safety improvement and
reduce by 20% the production reconfiguration time and cost.
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[Fill in the details of the specific procedure]

ETHICS AND DEONTOLOGY
The CoLLaboratE project has followed the appropriate privacy and security guidelines during
the gathering of data from participants. These guidelines aim at preserving the privacy of the
user, protecting his/her private data and limiting the risk of interception to a minimum. The
integrity of the information is important for the project, and thus the following requirements
have been fulfilled:
1. All experiments shall be subject to an independent review for safety. In the case of
experiments intended to measure the physiological processes in humans, it is
recommended that the research be submitted to an independent review board as
defined by the Helsinki accords. When the experiments concern evaluation of a robotic
system interacting with a human user, then review by the partner’s internal safety
authority will be considered sufficient.
2. Participants must be healthy adults legally able to give informed consent. Children or
members of other ‘vulnerable’ populations (patients, mentally challenged, elderly, etc.)
will be excluded.
3. Participation will be strictly voluntary. Participants will be free to withdraw their
consent at any time, without repercussions.
4. Care must be taken that employees of the CoLLaboratE beneficiaries will not be
obligated to participate as a condition of their employment nor will the data from the
experiments be used in any way to condition an individual’s career advancement within
the organization. Employees of the CoLLaboratE beneficiaries shall be notified, as part of
the informed consent process, about redress options within their organization that can
be pursued if they feel that their rights have been abridged in this regard.
5. To protect privacy, data will be recorded in a fully anonymous fashion, whenever
possible, with no information that might be used to link the data to a given individual.
When data from the same participant must be correlated across several test sessions, the
data shall be stored with a randomly generated code. Only the immediate research team
will know the identity of the volunteers and the codes will be made available to
investigator team on a strict need-to-know basis. The names of individuals will not be
released without the written consent of the participant, unless required by law.
6. Participants may be compensated for their participation. Employees who participate as
part of their normal work hours will receive no other compensation. Other volunteers
may be compensated their time, but special attention will be paid to avoid any form of
unfair inducement.
7. Potential subjects will be provided with a written document that describes the physical
risks associated with their participation and the steps taken to mitigate the risks. The
written document must also describe the safety procedures that volunteer subjects are
required to follow to avoid injury and the document must outline the participant’s rights
and responsibilities.
Summarizing based on the above, it is concluded that the user integrity and his/her personal
data protection are ensured within the CoLLaboratE project in the best possible way.

I have read the policies regarding the use of human participants and agree to abide by them. I am also
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familiar with the ethical principles with regard to human participants and the data protection Act. I
further agree to submit any significant changes in procedures or measurement instruments for
additional review.

Signed:
Researcher

Ethical Committee Member
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ANNEX II: PROTOTYPE PARTICIPANT’S CONSENT FORM
The EU Framework Programme for Research and Innovation
HORIZON 2020
DT-FOF-02-2018: Effective industrial human-robot collaboration

Co-production CeLL performing Human-Robot Collaborative
AssEmbly
820767

Title

Consent Form for the Participation to the CoLLaboratE use
case

Authors
Contributors
Summary

Consent Form to be signed by the subjects being recorded for
experiments

1. Purpose
The CoLLaboratE project aims to push towards the direction of supporting the future shop floors
to increase their performance by increasing the human-robot collaboration resulting to flexible
and dynamic production lines and by inheriting integrated cognition and perception capabilities
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widely accessible to the entire shop floor. Through this accomplishment, CoLLaboratE intends to
pave the way towards the next generation of future robots in collaborative assembly tasks.
This study is part of a European research project called CoLLaboratE (Co-production CeLL
performing Human-Robot Collaborative AssEmbly) funded by the European Commission’s
Directorate-General for Research and Innovation, under its Horizon 2020 Research and
Innovation programme (H2020).

2. Procedure
The CoLLaboratE project, following the data protection principles concerning human rights,
designed the following pilot applications to demonstrate. In particular the pilots refer to …
[Experiment details to be filled in]
The purpose of the above-mentioned scenarios is clearly experimental. They were designed to
assess the technology and effectiveness of the solutions proposed by CoLLaboratE.

3. Personal Data Handling
For the needs of the CoLLaboratE project a set of [define equipment use and the purpose served].
[Define people having access to personal data, the duration for which the data will be stored and
the kind of data that will be gathered.]
No personal data will be ever used for any purposes different from those stated in this form.
Your personal data will not be transferred to any third party or even commercialized. You may
exercise your rights of access, rectification and deletion of data at any time. In order to do so,
you will need to communicate with the [define person in charge] by a letter addressed to:
[define person in charge]
[partner name]
[address]
[postal code, city, country]
or by e-mail to the following address: [provide e-mail address]

4. Confidentiality
The research team responsible for the data collection sessions will record the data collected in a
file with randomly generated code. Only the immediate research team will know the identity of
the volunteers and the data will be reported only in an anonymous fashion. Data files will be
identified by a code known only to the investigator team and your name will not be released
without your written consent, unless required by law. The results of the study could be
published in books or magazines, however, your name will never be revealed in any document,
publication or teaching materials.

5. Right to get more information about the study
You can ask any questions about the study at any time throughout the record. The principal
researcher will be available to answer your questions, interests or concerns about the study. You
will be informed of any new discovery that could occur throughout the study and that may affect
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your participation in future studies. If during the study and thereafter you wish to discuss your
rights as a person who participates in an investigation, your participation in the study or your
concerns about it, or if you do not want to continue in that investigation or future researches,
please contact the principal researcher, at the address provided above (see section 3) any time
you wish.

6. Refusal or cessation of participation
The participation in this pilot application is voluntary. You do not have to participate in the pilot
study if you do not want to. If you choose to participate, you can change your mind or leave the
study at any time without having to give explanations and without being yourself affected in any
way. Similarly, at the discretion of the researcher responsible for the data collection sessions,
you may be withdrawn from the study for any of the following reasons: (a) if the minimum
requirements of the study are not met and (b) if for any reason the study is interrupted. It
should be pointed out that agreeing to participate to the pilot application involves that you are
agreed to attend in the programmed appointments, to fill all required questionnaires, to perform
all required activities within the frame work of the study and to provide any asked information.
There will be no consequences for you in case you refuse to participate to the pilot application.
Under certain conditions your participation to the pilot application can be interrupted such as:
You did not follow the research procedure as it was determined by pilot application protocol.

7. Risks
The personal risk by participating in this study does not exceed the risks of daily and normal life.
None of the procedures pose danger to health or to physical and mental integrity.
The CoLLaboratE project will ensure participants’ safety throughout the research activities
carried out. It is pointed out that the robots used for the purposes of the project experiments are
friendly collaborative robots during the design of which special attention has been given to
human safety. Additionally, in case of illness or accident during the survey, the responsible
researcher who conducts the experiment is responsible for calling for immediate assistance that
will provide you with first aid. If you are injured as a direct result of your participation in the
pilot application, you will receive appropriate medical care without needing to spend your own
expenses. The provision of medical care does not mean that the pilot partner is responsible for
the injury.

8. Compensation
Participants may be compensated for their participation. Employees who participate as part of
their normal work hours will receive no other compensation. Other volunteers may be
compensated their time, but special attention will be paid to avoid any form of unfair
inducement.

9. Consent
I have read and discussed the content of the present form with a representative of the pilot
application personnel. I have understood the subject of the research, I have had the opportunity
to ask questions and all my questions were adequately answered. I studied each page of the
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present consent form, a copy of which was given to me. I had sufficient time for making my
decision regarding my participation to the pilot application, to which I will attend voluntarily.
By signing the present form, I understand and consent freely that my personal data, my name
and contact details, will be processed by [define partner], according to the procedure defined in
section 2, in accordance with applicable laws and with what is stated in the present clause.
I have been informed regarding the research Project CoLLaboratE and its purposes. I
understand that my personal data will be encoded in order to safeguard confidentiality and that
if results of the study are published, my identity will not be revealed. I also understand that I
have the right to request access to my personal data, to correct, if applicable, and delete my
personal data in conformity with the applicable legislation. For these purposes, I can contact
[define person in charge] at the address provided above (see section 3).
I understand that after the study has been completed, my personal data will be deleted and will
therefore no longer be available for amendment.
I have read the above and I understand that I can refuse to participate in this study without any
direct or indirect negative consequence on my life.
By signing the present form, I agree with the above stated.

_____________________________________

____________________

Signature of participant

______________________________________

Place/Date

____________________

Name of participant

e-Mail

_____________________________________________________________
Address and Telephone Nr.

________________________________________ _____________________
Signature of Investigator

Place/Date

(Person received the consent form)

____________________________________
Name of Investigator

_____________________
e-Mail

_____________________________________________________________
Address and Telephone Nr.
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